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Identity thieves and other fraudsters often pose as representatives of banks, 

credit card companies, creditors, or government departments to get people 

to reveal their account numbers and other sensitive information. These 

criminals use personal details that they have pieced together 

from various sources such as social media, intercepted corre-

spondence and stolen data to contact victims via phishing 

emails or vishing phone calls. 

With these details they are able to pose as genuine representatives and convince 

people to share confidential passwords and account details. 

You should never be approached by your 

real bank or building society to send your 

account details via email or over the 

phone. 

Therefore you should treat any requests of 

this type with extreme caution. 

What should you do? 

Never give out your personal information 

in response to an incoming call, or rely 

upon the Caller ID as the sole means of 

identification, particularly if the caller asks 

you to carry out an action which might 

have financial consequences. 

If someone does call asking for this infor-

mation, don't provide it. Instead, hang up 

and call the phone number on your ac-

count statement, in the phone book, or on 

the company's or government depart-

ment's website to check whether the call 

was genuine. 

Wait at least five minutes before 

making the call - this ensures 

the line has cleared and you're 

not still speaking to the fraud-

ster or an accomplice. 

If you have been targeted by a scam you 

need to report it as soon as possible. 

If debit cards, online banking or cheques 

are involved in the scam your first step 

should be to contact your bank or credit 

card company. 

You should also report it to Action Fraud 

on 0300 123 2040 or visit Action Fraud 

( www.actionfraud.police.uk/ ). Action 

Fraud is the UK's national reporting centre 

for fraud and internet crime. 

For more information and advice on how 

to guard against online fraud and other 

internet crime, visit the Get Safe Online 

w e b s i t e  (  h t t p s : / /

www.getsafeonline.org/ ). 
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